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purpose. Any software described in this manual is sold or licensed "as is". Should the programs
prove defective following their purchase, the buyer (and not this company, its distributor, or its dealer)
assumes the entire cost of all necessary servicing, repair, and any incidental or consequential
damages resulting from any defect in the software. Further, this company reserves the right to revise
this publication and to make changes from time to time in the contents hereof without obligation to
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All brand and product names mentioned in this manual are trademarks and/or registered trademarks

of their respective holders.

Federal Communication Commission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and

on, the user is encouraged to try to correct the interference by one or more of the following measures:
1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution:

To assure continued compliance.(example-use only shielded interface cables when connecting to
computer or peripheral devices). Any changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two
conditions: (1) This device may not cause harmful interference, and (2 ) this Device must accept any

interference received, including interference that may cause undesired operation.



Federal Communication Commission (FCC) Radiation Exposure
Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In
order to avoid the possibility of exceeding the FCC radio frequency exposure limits, human proximity

to the antenna shall not be less than 20 cm(8 inches) during normal operation.

R&TTE Compliance Statement
This equipment complies with all the requirements of DIRECTIVE 1999/5/CE OF THE EUROPEAN

PARLIAMENT AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication

terminal Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal

Equipment and Satellite Earth Station Equipment) As of April 8,2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed

at all times to ensure the safe use of the equipment.
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Chapter 1 Introduction

Thank you for purchasing WRT-410. This device features the latest innovation wireless technology
making the wireless networking world happened. This manual guides you on how to install and properly
use the WRT-410 in order to take full advantage of its features.

1.1 Package Contents

Make sure that you have the following items:

One WRT-410

One dipole antenna

One AC Power Adapter

One User’'s Manual CD

One Quick Installation Guide

Note: If any of the above items are missing, contact your supplier as soon as
possible.

1.2 System Requirements

Before installation, please check the following requirements with your equipment.
Pentium Based (And Above) IBM-Compatible PC System
CD-ROM drive
Windows 98/ME/NT/2000/XP Operating System with TCP/IP protocol

1.3 Features

2.4GHz ISM band, unlicensed operation

Strong network security with 802.1X authentication, and 64/128-bit WEP encryption
Supports WPA (Wi-Fi Protected Access) for both 802.1x and WPA-PSK
Dual-standard capability: 802.11g and 802.11b compliant

Super G mode efficiently raises the data transfer rate up to 108Mbps

Supports DHCP server

Web Configuration provide a user friendly interface for the user to configure through web
browser

Support MAC Filter
Build-in 4 -port switch
Provides Setup Wizard for the user to configure easily in the first time



1.4 Specification

Standards IEEE 802.11b, IEEE 802.11¢g
Signal Type DSSS (Direct Sequence Spread Spectrum)
Modulation BPSK /QPSK/CCK/OFDM
WAN: 10/100Base-TX (RJ-45) * 1
Port LAN: 10/100Base-TX (RJ-45) * 4
Antenna One Detachable Dipole Antenna
Antenna Gain  |>(p;
Output Power |17dBm
11 Mbps (CCK): -82dBm
50211 5.5 Mbps (QPSK): - 86dBm
1, 2 Mbps (BPSK): - 90dBm
(typically @PER < 8% packet size 1024 and @25°C + 5°C)
54 Mbps: -72dBm
48 Mbps: - 72dBm
Sensitivity 36 Mbps: -76dBm
24 Mbps: -79dBm
802.11g |18 Mbps: -82dBm
12 Mbps: -86dBm
9 Mbps: -89dBm
6 Mbps: -90dBm
(typically @PER < 8% packet size 1024 and @25°C + 5°C)

Data Encryption

64/128-bit WEP encryption

Frequency band

2.4 GHz ~2.484GHz

FCC: 11 Channels (US, Canada)

Channel ETSI: 13 Channels (Europe)
TELEC: 14 Channels (Japan)
Super G mode Up to 108Mbps

Data Rate 802.11g Up to 54Mbps (6/9/12/18/24/36/48/54)
802.11b Up to 11Mbps (1/2/5.5/11)

Environment

Operating temperature:

0~55°C

Operating humidity: 5 ~ 95%(non-condensing)

Storage temperature: -20 ~ 70°C

Storage humidity: 0 ~ 95%(non-condensing)

Dimension

200 x 115 x 31mm (W x D x H)

Power Supply

5V, 2.5A




1.5 Wireless Performance

The following information will help you utilizing the wireless performance, and operating coverage of

WRT-410.

1. Site selection
To avoid interferences, please locate WRT-410 and wireless clients away from transformers,
microwave ovens, heavy-duty motors, refrigerators, fluorescent lights, and other industrial
equipments. Keep the number of walls, or ceilings between AP and clients as few as possible;
otherwise the signal strength may be seriously reduced. Place WRT-410 in open space or add
additional WAP-4000 as needed to improve the coverage.

2. Environmental factors
The wireless network is easily affected by many environmental factors. Every environment is
unique with different obstacles, construction materials, weather, etc. It is hard to determine the
exact operating range of WRT-410 in a specific location without testing.

3. Antenna adjustment
The bundled antenna of WRT-410 is adjustable. Firstly install the antenna pointing straight up, then
smoothly adjust it if the radio signal strength is poor. But the signal reception is definitely weak in
some certain areas, such as location right down the antenna.
Moreover, the original antenna of WRT-410 can be replaced with other external antennas to extend
the coverage. Please check the specification of the antenna you want to use, and make sure it can
be used on WRT-410.

4. WLAN type
If WRT-410 is installed in an 802.11b and 802.11g mixed WLAN, its performance will reduced
significantly. Because every 802.11g OFDM packet needs to be preceded by an RTS-CTS or CTS
packet exchange that can be recognized by legacy 802.11b devices. This additional overhead
lowers the speed. If there are no 802.11b devices connected, or if connections to all 802.11b
devices are denied so that WRT-410 can operate in 11g-only mode, then its data rate should

actually 54Mbps and 108Mbps in Super G mode.



Chapter 2 Hardware Installation

Before you proceed with the installation, it is necessary that you have enough information about the
WRT-410.

2.1 Hardware Connection

1. Locate an optimum location for the WRT-410. The best place for your WRT-410 is usually at
the center of your wireless network, with line of sight to all of your mobile stations.

2. Adjust the antennas of WRT-410. Try to adjust them to a position that can best cover your
wireless network. The antenna’s position will enhance the receiving sensitivity.

3. Connect RJ-45 cable to WRT-410 LAN port. Connect one of the LAN ports on WRT-410 to your
LAN switch/hub with a RJ-45 cable.

4. Connect RJ-45 cable to WRT-410 WAN port. Connect ADSL/Cable Modem to the WAN port on
WRT-410. Use the cable supplied with your modem. If no cable was supplied with your modem,
please use a RJ-45 Ethernet cable

5. Plug in power adapter and connect to power source. After power on, WRT-410 will start to
operate.

Note: ONLY use the power adapter supplied with the WRT-410. Otherwise, the product may be
damaged.
Note: If you want to reset WRT-410 to default settings, press and hold the Reset button over 5

seconds. And then wait for 10 seconds for WRT-410 restart.

2.2 LED Indicators

Oﬂﬁ!}! o o o o 3 OLANO 5 802.11¢g
WRT-410 PWR STATUS WAN  WLAN 1 2 3 4 ereless Router
LED STATE MEANING
PWR Green Device power on
Off Device power off
STATUS |Green Indicates a connection error
WAN Green WAN link status is on

Blinking Green

WAN activity

WLAN Green WLAN link status is on
Blinking Green |WLAN activity
LAN| 1 Green ink is established
Blinking Green | 'ackets are transmitting or receiving
2 Green ink is established
Blinking Green | 'ackets are transmitting or receiving
3 Green ink is established
Blinking Green | Packets are transmitting or receiving
4 Green Link is established
Blinking Green | Packets are transmitting or receiving




Chapter 3 Configure through Web Browser

Web configuration provides a user-friendly graphical user interface (web pages) to manage your
WRT-410. A WRT-410 with an assigned IP address will allows you to monitor and configure via web
browser (e.g., MS Internet Explorer or Netscape).

1. Open your web browser.
2. Enter the IP address of your WRT-410 in the address field (default IP address is http://192.168.1.1).

3. A User Name and Password dialog box will appear. Please enter your User Name and Password here.
Default User Name and Password are both “admin”. Click “OK”.

Enter Network Password 1 21x]

? Flease type your uzer name and password.

Site: 192.168.1.1

Realm AP-Router

Uszer Name I

Paszword I

[~ Save this password in your password list

oK. I Cancel

4. Then you will see the WRT-410 web configuration page.

5. When the first time you enter WRT-410, Setup Wizard will pop up. Please refer to our Quick
Installation Guide to use the Setup Wizard to configure. Setup Wizard will guide you through
configuration step by step.

3.1 Main

3.1.1 LAN & DHCP Server

You can configure WRT-410’s IP settings and DHCP server function in this screen. When

configuration is completed, please click “Apply” to save and restart WRT-410.

PLANET; 802.11g Wireless Router

& LAN&DHCP server & WAN P Password B Time b Dynamic DNS |"HELS]

SR E N [/RT-410

, Address | (EPRIERR]
LAN Sefting : I D55 255 255 1

T & Ensbled € Disabled
EndiP  |[PRERRES

Management T lm

Tools

Wizard Cancel | Applyl
IP Address MAC Address

testzp-nb 152.168.1.101 00-40-45-03-8E-07




This page enables you to set LAN and DHCP properties, such as the host name, IP address, subnet
mask, and domain name. LAN and DHCP profiles are listed in the DHCP table at the bottom of the
screen.

Host Name: Type the host name in the text box. The host name is required by some ISPs. The default
host name is "AP-Router."
IP Address: This is the IP address of the router. The default IP address is 192.168.1.1.

Subnet Mask: Type the subnet mask for the router in the text box. The default subnet mask is
255.255.255.0.

DHCP Server: Enables the DHCP server to allow the router to automatically assign IP addresses to
devices connecting to the WLAN or LAN. DHCP is enabled by default. All DHCP client computers are
listed in the table at the bottom of the page, providing the host name, IP address, and MAC address of
the client.

Start IP: Type an IP address to serve as the start of the IP range that DHCP will use to assign IP
addresses to all LAN devices connected to the WRT-410.

End IP: Type an IP address to serve as the end of the IP range that DHCP will use to assign IP
addresses to all LAN devices connected to the WRT-410.

Domain Name: Type the local domain name of the network in the text box. This item is optional.
Lease Time: Select the proper expired duration of the IP leased by DHCP server.

3.1.2 WAN

Please refer to your Internet connection method to select the Connection Type. And please configure
those settings per the information your ISP provides.

802.11g Wireless Router

F LANRDHCP server BSWAN B Password B Time p Dynamic DNS | HELE]

Connection Typ

LAN Setting
Wireless
Status
Routing
Access
Management

Tools
Wizard

N [
Clone MAC Address |

Cancel | Applyl

Connection Type: Select the connection type, DHCP client/Fixed IP, PPPoE, or PPTP from the
drop-down list.

When using DHCP client/Fixed IP, enter the following information in the fields (some information are
provided by your ISP):

WAN IP: Select whether you want to specify an IP address manually, or want DHCP to obtain an IP
address automatically. When “Specify IP” is selected, type the IP address, subnet mask, and default
gateway in the fields. Your ISP will provide you with this information.

DNS 1/2/3: Type up to three DNS numbers in the fields. Your ISP will provide you with this DNS
information.



MAC Address: If required by your ISP, type the MAC address for the WRT-410 WAN interface in this
field. You can also copy the MAC address of your PC’s network card to the WRT-410 WAN interface by
clicking “Clone MAC address”.

802.11g Wireless Router

P LANRDHCP server B8 WAN P Password B Time p Dynamic DNS

#

' Ohiain [P Avtomatically

PPPoE

LAN Setting
Wireless
Status

Routing
Access

Management
Tools
Wizard

When using PPPoE, enter the following information in the fields (some information are provided by your
ISP):

WAN IP: Select whether you want the ISP to provide the IP address automatically, or whether you want
to assign a static IP address to the WRT-410 WAN interface. When “Specify IP” is selected, type the
PPPoE IP address in the field. Your ISP will provide you with this information.

DNS 1/2/3: Type up to three DNS numbers in the fields. Your ISP will provide you with this DNS
information.

User Name: Type your PPPOE user name.
Password: Type your PPPoE password.

Connect on Demand: Enables or disables the connect on demand function, which enables WRT-410 to
initiate a connection with your ISP when an Internet request is made to the WRT-410. When enabled, the
WRT-410 automatically connects to the Internet when you open your browser.

Idle Time Out: Specify the time that will elapse before the WRT-410 times out of a connection.
MTU: Type the MTU value in the field.



802.11g Wireless Router

P LANRDHCP server B WAN B Password P Time b Dynamic DNS [HECF

LAN Setting
Wireless
Status
Routing
Access
Management
Tools

Wizard

rurm ldle Tirne ID Minutes

PG T =tad |+ Epabled ) Disabled

When using PPTP, enter the following information in the fields (some information are provided by your
ISP):

IP Address: Type the IP address which your ISP provides.

Subnet Mask: Type the Subnet Mask which your ISP provides.

Gateway: Type the IP address of Gateway which your ISP provides.

Server IP: Type the IP address of server which offers Internet service. Your ISP will provide you with this
information.

PPTP Account: Type your PPTP account.

PPTP Password: Type your PPTP password.

PPTP Retype password: Confirm your PPTP password again.

Maximum Idle Time: Specify the time that will elapse before the WRT-410 times out of a connection.

Auto-reconnect: If this function is enabled, WRT-410 will try to rebuild Internet connection once the link
is down.

3.1.3 Password

You can change the Administrator and User’s password in this screen. These passwords are used to gain
access to the router interface. When you login with user name “User”, you don’t have permission to
configure WRT-410.



802.11g Wireless Router

P LAN&DHCP server & WAN #% Password B Time p Dynamic DNS [[HELP]

LAN Setting
Wireless

Status

Routing
Access

Management [iEEEll: | Applhfl

Tools

Wizard

Administrator: Type the password the Administrator will use to login to the system. The password must
be typed again for confirmation.

User: Users can type a password to be used for logging in to the system. The password must be typed
again for confirmation.

3.1.4 Time

This screen enables you to set the time and date for the router's real time clock, select your time zone,
specify an NTP server, and enable or disable daylight saving.

802.11g Wireless Router

b LANRDHCP server B WAN P Password # Time B Dynamic DNS
=l MNgl=] & p1/01/2002 01:11:20

LAN Setting
Wireless Year | 2002 =] woth [Apr =] Day |01 =]

Stat § ;
L : HnurlD1 j Minutelﬂ j SecundlEUﬂ et Time |

Routing
Access

" Enahbled ® Disabled

& Start [Jan =] [01 =] End [Jan =] [01 =]

Management
Tools
Wizard

Cancel | Applyl

Local Time: Displays the local time and date.
Time Zone: Select your time zone from the pull-down list.

Default NTP Server: Type the NTP server IP address in the field to enable the WRT-410 to
automatically synchronize the time with Internet NTP server.

Set the Time: Select the date and time from the pull-down lists, and click “Set Time” to set the
WRT-410's internal clock to the correct date and time.

Daylight Saving: Enables you to enable or disable daylight saving time. When enabled, select the start
and end date for daylight saving time.



3.1.5 Dynamic DNS

You can configure WRT-410 to use DDNS service if you already have a registered DDNS account.

802.11g Wireless Router

P LAN&DHCP server & WAN P Password b Time b Dynamic DNS HELP!

Dynamic DNS

" Enabled © Disabled

v—

LAN Setting
Wireless

Status

Roufing
Access

Management Cancel'l eﬂ.\pplyl

Tools
Wizard

DDNS: You can enable or disable DDNS function here.

Server Address: Please type in the url of your DDNS service provider. Currently, WRT-410 supports
DynDNS only, thus you have to key in “www.dyndns.org” in this field.

Host Name: Enter the host name you registered to DDNS provider.
User Name: Enter the user name you registered to DDNS provider.
Password: Enter the password of your registered account.

3.2 Wireless

3.2.1 Basic

This page enables you to enable and disable the wireless LAN function, enter a SSID, and set the
channel for wireless communications.

802.11g Wireless Router

P Basic & Authentication P Advanced [[HELP]|

LAN Setting
Wireless
Status

% Cancel | AF-"F-"'Y'

Access

Management
Tools

Wizard

-10 -



Enable/Disable: Enable or disable wireless LAN via the WRT-410.

SSID: Type an SSID in the field. The SSID of any wireless device must match the SSID typed here in
order for the wireless device to access the LAN and WAN via the WRT-410.

Channel: Select a work channel for wireless communications. The channel of any wireless device must
match the channel selected here in order for the wireless device to access the LAN and WAN via the
WRT-410.

3.2.2 Authentication

This screen enables you to set authentication types and the parameters for secure wireless
communications.

802.11g Wireless Router

P Basic I Authentication P Advanced

LAN Setting
Wireless

CB02 1%

Status

Routing
Access

@ 0000000000

Management |
¢ |nooooooooo

Tools
Wizard

el 0000000000

(CIFY 0000000000

Cancel | Applyl Clearl

Authentication Type: Select the type from the listed options. If Open System or Shared Key is selected,
the screen would appear as above.

WEP: You can enable or disable WEP function here.

Mode: Select the key code you want to use for WEP Key, HEX or ASCII. When Hex is selected, you may

enter alphanumeric characters in the range of “A-F”, “a-f” and “0-9” in the WEP Key entry field.
Alternatively, you may enter digit hexadecimal values in the range of “a-z”, “A-Z” and “0-9”.

WEP Key: Select the level of encryption you want from the drop-down list. WRT-410 supports 64, and
128-bit encryption.

Key 1 ~ Key 4: There are 4 keys available, please ensure you have enter correct number for the key
values with different Key Length and coding (Hex or ASCII) as 64bit (10 Hex digit / 5 ASCII), 128bit (26
Hex digit / 13 ASCII) or 256bit (58 Hex digit / 29 ASCII), please select one of them and enter the key you
want to use. Click “Clear” to erase key values.

Note: 128bit WEP encryption will require more system resources than 64bit encryption. Use 64-bit

encryption for better performance.
If WPA or 802.1x is selected in the Authentication Type field, the screen appears as below.

-11 -



802.11g Wireless Router

F Basic I Authentication # Advanced

LAN Setting

L - : COWPAPSK T 8021x
Wireless |
T B Lifetime ISD Minutes 'l
atus -
— cryption Length & B4 bits 128 hits
SEcNoming s = [ooo
Access
—_—_— e | |‘|EI12
Management
Shared Secret |
Tools
B : IP IEI.D.D.EI
Wizard
[ il Part ID

Shared Secret |

Lifetime: Select proper time interval from the drop-down list. Once the lifetime expires, the Encryption
key will be renewed by RADIUS server automatically.

Encryption Key: Select the Encryption key length to be 64-bits or 128-bits.

RADIUS Server 1: Enter the IP address, communicate port number, and shared secret key of your
primary RADIUS server.

RADIUS Server 2: Enter the IP address, communicate port number, and shared secret key of your
secondary RADIUS server.
Note: As soon as 802.1X authentication is enabled, all the wireless client stations that are connected
to the Router currently will be disconnected. The wireless clients must be configured manually
to authenticate themselves with the RADIUS server to be reconnected.

If WPA-PSK is selected, the screen appears as below. Please enter a hard-to-guess passphrase
(between 8 and 63 characters) in the field.

802.11g Wireless Router

P Basic ¥ Authentication ® Advanced (B

' Open System © Shared key

Ly Seting " Rl & WPAPSK  C BOZ.1x

Wireless

Status

Routing

e Cancel | Applyl Clearl

Management
Tools

Wizard

3.2.3 Advanced

This screen enables you to configure advanced wireless functions.

-12 -



802.11g Wireless Router

P Basic & Authentication ¥ Advanced |'HELP]

—m e default: 100 msec, range:20~1000)
Wireless | S ol default: 2346, range: 1~2346)
Status ; atian Thresh default: 2345, range: 255~234E, even number only)
Routing 2n default:1, range: 1~255)

Access
Management
Tools Antenna

Cancel | Applyl

Beacon Interval: Type the beacon interval in the field. You can specify a value from 20 to 1000. The
default beacon interval is 100.

RTS Threshold: Type the RTS (Request-To-Send) threshold in the field. This value stabilizes data flow.
If data flow is irregular, choose values between 1 and 2346 until data flow is normalized.

Fragmentation Threshold: Type the fragmentation threshold in the field. If packet transfer error rates
are high, choose values between 256 and 2346 until packet transfer rates are minimized. Please note
that setting the fragmentation threshold value may diminish system performance.

DTIM Interval: Type a DTIM (Delivery Traffic Indication Message) interval in the field. You can specify a
value between 1 and 255. The default value is 1.

TX Rates (MBps): Select one of the wireless communications transfer rates, based upon the speed of
wireless adapters connected to the WLAN.

11g only mode: Enable 11g only mode will improve the performance of a 802.11g WLAN, but
non-802.11g clients cannot connect to WRT-410.

Antenna Transmit Power: You can control the transmit power of WRT-410 here. There are five options
available: full, half, quarter, eighth, and min.

Super G Mode: There are four options selectable: Disabled, Super G without Turbo, Super G with
Dynamic Turbo, and Super G with Static Turbo. When you use Super G mode, it is recommended to
enable 11g only for best performance.

3.3 Status

3.3.1 Device Information

This screen enables you to view the router LAN, wireless LAN, and WAN configuration.
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802.11g Wireless Router

¥ Device information P Log P Log Setting & Statisic » Wireless [HELP
j Firmware Version: 1.4.0 , 2003/10,22

LAN Setting

MAC Address 00-80-C5-11-54-74

Wireless
IP Address 192 1651 1

Status
Subnet Mask 255.255.255.0

Routing
Access

DHCP Server Enabled DHCP Table

Management

Tools
Wizard

Connection 802 11g AR Enahble

ESEID WRT-410

Firmware Version: Displays the latest build of the WRT-410 firmware interface. After upgrading the
firmware in Tools -> Firmware, check this to ensure that your firmware was successfully upgraded.

LAN: This field displays the WRT-410 LAN interface MAC address, IP address, subnet mask, and DHCP
server status. Click “DHCP Table” to view a list of client stations currently connected to the WRT-410
LAN interface.

Wireless: Displays the WRT-410 wireless connection information, including the WRT-410 wireless
interface MAC address, connection status, SSID status, which channel is being used and whether WEP
is enabled or not.

WAN: This field displays the WRT-410 WAN interface MAC address, DHCP client status, IP address,
subnet mask, default gateway and DNS. Click “DHCP Release” to release IP addresses get from ISP for
the WAN port. Click “DHCP Renew” to get a new IP addresses from ISP for the WAN port.

3.3.2Log

This screen will show you a running log of system statistics, events and activities. The log displays up to
200 entries. Older entries are overwritten by new entries. You can save logs via the Log Settings option
->“Send to”. The Log screen commands and information meaning are as follows
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@ PLANET] 802.11g Wireless Router

P Device information #%Log » Log Setting P Statisic Pk Wireless |HECRE|

LAN Setting First Page | Last Page | Previous Page | Mext Page | Clear Lag | Refresh |
Wireless page1 01 20
[ Tme | Message | Source | Destination | Note |
Status Lpr01£2002 01:25:31 DHCP Discorver
Routing Apr01/2002 01:25:27 DHCP Discosver
Access L pr01/2002 01:25:26 DHCF Discower no response
Lpr01/2002 01:25:25 DHCP Driscosver
Management SN IEYATEIES DHCP Disoover
Tools AprD1I2002 01:2435 DHCP Discover
: Apr01/2002 01:24:26 DHCP Discovver
Wizard :
Lpr01£2002 01:24:22 DHCP Diiscorer
A pr01/2002 01:24:21 DHCF Discower no respotse
L pr01/2002 01:24:20 DHCP Discover

First Page: View the first page of the log message list.

Last Page: View the last page of the log message list.
Previous Page: View the page just before the current page.
Next Page: View the page just after the current page.

Clear Log: Delete the contents of the log and begin a new log.
Refresh: Renew log statistics.

Time: Displays the time and date that the log entry was created.
Message: Displays summary information about the log entry.
Source: Displays the source of the communication.
Destination: Displays the destination of the communication.
Note: Displays the IP address of the communication.

3.3.3 Log Settings

This screen allows you to set WRT-410 logging parameters.
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802.11g Wireless Router

P Device information * Log ¥ Log Setting B Statisic b Wireless

LAN Setting

T Email Add Email Log Mow |
Wireless bl

Status

: v =
Routing IV System Activity

Access _ r Debug Information

Managemert § [N
TR R - -

Cancel | Applyl

SMTP Server: Type the SMTP server address for the email that the log will be sent to in the next field.

Send to: Type an email address for the log to be sent to. Click “Email Log Now” to send the current log
immediately.

Syslog Server: Type the IP address of the Syslog Server if you want the WRT-410 to listen and receive
incoming SysLog messages.

Log Type: Select what items will be included in the log:

System Activity: Displays information related to WRT-410 operation.

Debug Information: Displays information related to errors and system malfunction.

Attacks: Displays information about any malicious activity on the network.

Dropped Packets: Displays information about packets that have not been transferred successfully.
Notice: Displays important notices by the system administrator.

3.3.4 Statistic

This screen displays a table that shows the rate of packet transmission via the WRT-410 LAN, WLAN and
WAN ports (in bytes per second).

802.11g Wireless Router

P Device information ® Log P Log Setting B8 Statisic b Wireless

LAN Setting

= 143165542
Wireless

112 i i
Status == 925 143165016 0

Routing
Access

Management

Tools
Wizard
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Click “Reset” to erase all statistics and begin logging statistics again.

Utilization: Separates packet transmission statistics into send and receive categories. Peak indicates
the maximum packet transmission recorded since logging began, while Average indicates the average of
the total packet transmission since recording began.

3.3.5 Wireless

This screen will show you which wireless devices that are connected to this WRT-410 via wireless
interface.

@ PLANET, 802.11g Wireless Router

P Device information & Log P Log Setting b Statisic #%Wireless |RELP

-

Connected Time MAC Address
LAN Setting

Wireless
Status
Routing
Access

Management

Tools
Wizard

Connected Time: Displays how long the wireless device has been connected to the LAN via the
WRT-410.

MAC Address: Displays the devices wireless LAN interface MAC address.

3.4 Routing

3.4.1 Static

You can set parameters by which the WRT-410 forwards data to its destination if your network has a
static IP address.
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802.11g Wireless Router

[THELF

LAN Setting
Wireless

—

Routing

Access Addl Efif | Deletel Newl
Management
Tools

Wizard

Network Address: Type the static IP address your network uses to access the Internet. Your ISP or
network administrator provides you with this information.

Network Mask: Type the network (subnet) mask for your network. If you do not type a value here, the
network mask defaults to 255.255.255.255. Your ISP or network administrator provides you with this
information.

Gateway Address: Type the gateway address of your network. Your ISP or network administrator
provides you with this information.

Interface: Select the interface WAN or LAN that you will use to connect to the Internet.
Metric: Select which metric you want to apply to this configuration.
Add: Click to add a configuration to the static IP address table at the bottom of this page.

Update: Select one of the entries in the static IP address table at the bottom of the page and, after
changing parameters, click “Update” to confirm the changes.

Delete: Select one of the entries in the static IP address table at the bottom of the page and click “Delete”
to remove the entry.

New: Click “New” to clear the fields and add required information to create a new entry.

3.4.2 Dynamic

This screen allows you to set the NAT parameters.
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802.11g Wireless Router

P Static #Dynamic P Routing Table |THECE]

ElEllll ™ Disabled © RIP1 © RIP2
* Disabled © RIF1 C RIF 2

LAN Setting
Wireless
Status

Routing Cancel |

Access

Management
Tools
Wizard

NAT: Select the option to enable or disable NAT.
Transmit: Select the option to set the desired transmit parameters. Disabled, RIP 1 or RIP 2.
Receive: Select the option to set the desired transmit parameters. Disabled, RIP 1 or RIP 2.

3.4.3 Routing Table

This screen will show you the routing table of WRT-410. The routing table is a database created by the

WRT-410 that displays the network interconnection topology.

802.11g Wireless Router

P Static P Dynamic ¥ Routing Table |

Taﬂing Network Address Network Mask Gateway Address | Interface | Metric | Type |

Wireless
Status

Routing
Access
Management
Tools

Wizard

Network Address: Displays the network IP address of the connected node.
Network Mask: Displays the network (subnet) mask of the connected node.
Gateway Address: Displays the gateway address of the connected node.
Interface: Displays whether the node is connected via a WAN or LAN.
Metric: Displays the metric of the connected node.

Type: Displays whether the node has a static or dynamic IP address.
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3.5 Access

3.5.1 Filters

This screen enables you to allow and deny user access based upon the filters you set. If MAC Filters is
selected, the screen appears as below.

802.11g Wireless Router

BFilters B Virtual Server & Special AP B DMZ W Firewall Rule [HELF]

LAN Setfing

" Fiters ate uzed to aliowe or deny LAN users from accessing the Internst.
Wireless

" LRL Blocking
Status
P Fiters

> ' Domain Blocking ™ Protocal Fiters
Routing
Access MAC Filter
Management Bizmhicy
T Enable

Tools

Wizard il

[ & & §

MAC Filter: Enables you to allow or deny Internet access for users within the LAN based upon the MAC
address of their network interface. Click the radio button next to disable or enable the MAC filter.
Disabled: All users are allowed Internet access.

Enable: All users are allowed Internet access except those users listed in MAC table.

MAC Table: Use this section to create a table to which Internet access is denied or allowed. The user
profiles are listed in the table at the bottom of the page.

Note: When selecting items in the table at the bottom, click anywhere in the item. The line is
selected, and the fields automatically load the item's parameters, which you can edit.

Name: Type the name of the user to be denied access.

MAC Address: Type the MAC address of the user's network interface.

Add: Click to add the user to the list at the bottom of the page.

Update: Click to update information for the user, if you have changed any of the fields.

Delete: Select a user from the table at the bottom of the list and click “Delete” to remove the user profile.
Clear: Click “Clear” to erase all fields and enter new information.

If URL Blocking is selected, the screen appears as below. In the text field, enter the keyword of the url
you want to block, then click the “Add” button. The word would appear on the list immediately. If you want
to remove any existing word, just select it from the list and click “Delete” button.
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Fiters are used to allove or dery LAMN uzers from accessing the Internet.

' WAC Fitters &+ URL Blacking
P Fitters " Domain Blocking " Protocal Fiters
LIRL Blocking

Block those URLs which contain keywords listed below:

" Enabled ™ Disabled

wiolence
sex

Delete |

ﬁxddl Updatel Deletel Clear

The following screen appears once you select IP Filters. It enables you to define a minimum and
maximum IP address range filter; all IP addresses falling in the range are not allowed Internet access.
The IP filter profiles are listed in the table at the bottom of the page.

Fiters are used to allows or deny LAMN users from accessing the Internet.

' MAC Fitters " URL Blacking

o IP Fittetrs " Damain Blocking " Protacol Fiters

" Enable T Dissbled

Add | Update | [Helete | Clearl

st | Ed |

Note: When selecting items in the table at the bottom, click anywhere in the item. The line is
selected, and the fields automatically load the item's parameters, which you can edit.

Enable: Click to enable or disable the IP address filter.

Range Start: Type the minimum address for the IP range. IP addresses falling between this value and
the Range End are not allowed to access the Internet.

Range End: Type the minimum address for the IP range. IP addresses falling between this value and the
Range Start are not allowed to access the Internet.

Add: Click to add the IP range to the table at the bottom of the screen.

Update: Click to update information for the range if you have selected a list item and have made
changes.

Delete: Select a list item and click “Delete” to remove the item from the list.
Clear: Click “Clear” to erase all fields and enter new information.
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Select Domain Blocking, and the following screen appear.

Domain Blocking
' Disahled
' Allow users to access all domains except "Blocked Domains"

@ Deny users to access all domains except "Permitted Domains"

Permitted Domains

planet. corn. tw

Deleta |

Blocked Domains

abc.corm

Delete |

Q&ddl ndate | Welete | :C]earl

Domain Blocking: There are three options in this field. Select the proper setting according to your
demand.

Permitted Domains: Enter the domain name in the text field, and click “Add” button to add it to the list.
Blocked Domains: Enter the domain name in the text field, and click “Add” button to add it to the list.

Select Protocol Filter, the screen appears as below. It enables you to allow or deny access based upon a
communications protocol list you create. The protocol filter profiles are listed in the table at the bottom of
the page.

Protocol Filter

" Disable List

¥ Enable List : Deny to access internet from LARN when

Apply |

Edit protocol Filter in List

Enzble 7 Enable ' Disakled

ame I
Protocol ITCF' v|
Port I : I (Type Range for ICMP)

ﬁxddl Uhdate | Deletel Newl

S hame | browco | Range |

[~ Filter FTP TCP 20-21
[~ Filter HTTP TCP 20
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Note: When selecting items in the table at the bottom, click anywhere in the item. The line is
selected, and the fields automatically load the item's parameters, which you can edit.

Protocol Filter: Enables you to allow or deny Internet access to users based upon the communications
protocol of the origin. Click the radio button next to Disabled to disable the protocol filter.

Disable List: Select this option to disable Protocol Filter.

Enable List: All protocols in the list are not allowed to connect to the Internet via the LAN. (Create list
items in section under Add Protocol Filter.)

Edit Protocol Filter in List: Use this section to create a profile for the protocol you want to deny Internet
access to.

Enable: Click to enable or disable the protocol filter.
Name: Type a descriptive name for the protocol filter.

Protocol: Select the protocol (TCP, UDP or ICMP) you want to allows/deny Internet access to from the
pull-down list.

Port Range: If you are creating a profile for ICMP, type a minimum and maximum port range in the two
fields.

Add: Click to add the protocaol filter to the list at the bottom of the page.
Update: Click to update information for the protocol filter, if you have changed any of the fields.

Delete: Select a filter profile from the table at the bottom of the list and click “Delete” to remove the
profile.

New: Click “New” to erase all fields and enter new information.

3.5.2 Virtual Server

This screen enables you to create a virtual server via the WRT-410. If the WRT-410 is set as a virtual
server, remote users requesting Web or FTP services through the WAN are directed to local servers in
the LAN. The WRT-410 redirects the request via the protocol and port numbers to the correct LAN server.
The Virtual Sever profiles are listed in the table at the bottom of the page.

802.11g Wireless Router

b Filters [ Virtual Server & Special AP B DMZ P Firewall Rule |THELF

| I ¢ Enable © Disabled
LANSetfing  f nam
Wireless 1 Frotocol| IEENE
Status Frivate Port l_

Routing Fublic Port l_

Access LAy ._

Management |

Tools add| | Update | Delete | Clear |

Wizard
| Name [ _ Protocol | LANServer |
I Virtual Setver FTP TCP 21421 00.0.0
I Vitual Setver HTTP TCP 80420 00.0.0

Enable: Click to enable or disable the virtual server.
Name: Type a descriptive name for the virtual server.
Protocol: Select the protocol (TCP or UDP) you want to use for the virtual server.

Private Port: Type the port number of the computer on the LAN that is being used to act as a virtual
server.
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Public Port: Type the port number on the WAN that will be used to provide access to the virtual server.
LAN Server: Type the LAN IP address that will be assigned to the virtual server.
Add: Click to add the virtual server to the table at the bottom of the screen.

Update: Click to update information for the virtual server if you have selected a list item and have made
changes.

Delete: Select a list item and click “Delete” to remove the item from the list.
Clear: Click “Clear” to erase all fields and enter new information.

3.5.3 Special AP

This screen allows you to specify special applications, such as games, that require multiple connections
that are inhibited by NAT.

The special applications profiles are listed in the table at the bottom of the page.

802.11g Wireless Router

B Filters & Virtual'Server  |BSpecial AP B DMZ P Firewall Rile |

LAN Sefting |
Wireless Protocol ITCF' v|
Status Port Range | |
Routing Frotocol |TCF' v|
Access ] mpm |
Management
Tools Addl pdate | [Delete | CMarl
Wizard
"1~ Name  [TrigerPortRange| IncomingPort |
" Battle net 6112 6112
[T Dialpad FA s 51200-51201,51210

Enable: Click to enable or disable the application profile. When enabled, users will be able to connect to
the application via the WRT-410 WAN connection. Click Disabled on a profile to prevent users from
accessing the application on the WAN.

Name: Type a descriptive name for the application.

Trigger: Defines the outgoing communication that determines whether the user has legitimate access to
the application.

Protocol: Select the protocol (TCP, UDP or ICMP) that can be used to access the application.

Port Range: Type the port range that can be used to access the application in the fields.

Incoming: Defines which incoming communications users are permitted to connect with.

Protocol: Select the protocol (TCP, UDP or ICMP) that can be used by the incoming communication.
Port: Type the port number that can be used for the incoming communication.

Add: Click to add the special application profile to the table at the bottom of the screen.

Update: Click to update information for the special application if you have selected a list item and have
made changes.

Delete: Select a list item and click “Delete” to remove the item from the list.
Clear: Click “Clear” to erase all fields and enter new information.
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3.5.4 DMZ

This screen enables you to create a DMZ for those computers that cannot access Internet applications
properly through the WRT-410 and associated security settings.

802.11g Wireless Router

P Filters & Virtual Server & Special AP #8DMZ b Firewall Rule ['RELP]

LAN Setting - s A
- t P ID.D.D.D
Wireless

Status :
e ——————— Apply |

Routing
Access

Management |

Tools
Wizard

Enable: Click to enable or disable the DMZ.

DMZ Host IP: Type a host IP address for the DMZ. The computer with this IP address acts as a DMZ
host with unlimited Internet access.

Apply: Click to save the settings.

Note: Any clients added to the DMZ exposes the clients to security risks such as viruses and
unauthorized access.

3.5.5 Firewall Rule

This screen enables you to set up the firewall. The WRT-410 provides basic firewall functions, by filtering
all the packets that enter the WRT-410 using a set of rules. The rules are in an order sequence list the
lower the rule number, the higher the priority the rule has.

The rule profiles are listed in the table at the bottom of the page.
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802.11g Wireless Router

P Filters & Virtual Server = Special AP FDMZ bHrewarl Rule |'HELP

" Enable © Disabled

Wireless I isterface P Range Start e Hipiactl: Protese]

status o | A | |

Access

Management Addl Updatel Deletel Newl Eiarity L | () A | W Ete BTty |

Tools
' Wizard
|__[Action [Name [Source [Destination ___[Protocol |
I Allow Allowr to Ping WAMN port WAL * LAN 19216811 ICMWE B
[ Deny Default it LADT * TP (0, *

Enable: Click to enable or disable the firewall rule profile.

Name: Type a descriptive name for the firewall rule profile.

Action: Select whether to allow or deny packets that conform to the rule.

Source: Defines the source of the incoming packet that the rule is applied to.

Interface: Select which interface (WAN or LAN) the rule is applied to.

IP Range Start: Type the start IP address that the rule is applied to.

IP Range End: Type the end IP address that the rule is applied to.

Destination: Defines the destination of the incoming packet that the rule is applied to.
Interface: Select which interface (WAN or LAN) the rule is applied to.

IP Range Start: Type the start IP address that the rule is applied to.

IP Range End: Type the end IP address that the rule is applied to.

Protocol: Select the protocol (TCP, UDP or ICMP) of the destination.

Port Range: Select the port range.

Add: Click to add the rule profile to the table at the bottom of the screen.

Update: Click to update information for the rule if you have selected a list item and changed.
Delete: Select a list item and click “Delete” to remove the item from the list.

New: Click “New” to erase all fields and enter new information.

Priority Up: Select a rule from the list and click “Priority” Up to increase the priority of the rule.
Priority Down: Select a rule from the list and click “Priority Down” to decrease the priority of the rule.

Update Priority: After increasing or decreasing the priority of a rule, click “Update Priority” to save the
changes.

3.6 Management

3.6.1 SNMP

This screen allows you to configure SNMP.
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802.11g Wireless Router

B SNVP B Remote Management [HELE]

LAN Setting
Wireless

| I  Enctled © Disabled

Status

Routing
Access

Management
Tools
Wizard

Cancel | Applyl

Enabled/Disabled: Click to enable or disable SNMP. By default is disabled.

System Name: Displays the name given to the WRT-410.

System Location: Displays the location of the WRT-410 (normally, the DNS name).

System Contact: Displays the contact information for the person responsible for the WRT-410.

Community: SNMP system name for exchanging SNMP community messages. The name can be used
to limit SNMP messages passing through the network. The default name is “public”.

Trap Receiver: Type the name of the destination PC that will receive trap messages.

3.6.2 Remote Management

This screen enables you to set up remote management. Using remote management, the WRT-410 can
be configured through the WAN via a Web browser. A user name and password are required to perform
remote management.

802.11g Wireless Router

- SNMP BRemote Management [P

Enable © Enable * Disabled

port [E0R0 '

Remate IP Range From I* TDI

LAN Setting
Wireless

Status

i Enhable & D
Routing hable Enable Digabled

Access

Remate IP Range From I* TUI

Enable & Enabled © Disabled
Enable & Enabled T Disabled

PPTP Enhable & Enabled © Digahbled

Enable & Enabled © Disabled

IDEMT Enable © Cloged @ Stealth
Cancel | Applyl

HTTP: Enables you to set up HTTP access for remote management.

Management
Tools
Wizard
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Enable: Click to enable or disable HTTP access for remote management.

Remote IP Range: Type the range of IP addresses that can be used for remote access.

Allows to Ping WAN Port: This function allows remote users to ping WRT-410 WAN port IP address.
Enable: Click to enable or disable WAN port pinged function.

Remote IP Range: Type the range of IP addresses that can ping from remote locations.

UPNP Enable: Click to enable or disable UPNP.

Gaming mode: Click to enable or disable Game mode.

PPTP: Click to enable or disable PPTP passthrough.

IPSec: Click to enable or disable IPSec passthrough.

3.7 Tools

3.7.1 Restart

Click Restart to restart the system in the event the system is not performing correctly.

802.11g Wireless Router

P& Restart B Settings P Firmware P Ping test | HELF]

—_' Restar |
LAN Setting

Wireless
Status
Routing
Access

Management

Tools
Wizard

3.7.2 Settings

This screen allows you to save settings as a profile and load profiles for different circumstances. You can
also load the factory default settings, and run a setup wizard to configure the WRT-410 and WRT-410
interface.
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802.11g Wireless Router

P Restart % Settings P Firmware P Ping test [HELF|

W Save Seftings

Save |
Wireless
- Status  §] oad Settings

Routing B

Access Load

T

Management

Tools - §Restore Factory Default Settings
T Restore |

Save Settings: Click to save the current configuration as a profile that you can load when necessary.

Load Settings: Click “Browse” and go to the location of a stored profile. Click Load to load the profile's
settings.

Restore Factory Default Settings: Click to restore the default settings. All configuration changes you
have made will be lost.

3.7.3 Firmware

You can upgrade your WRT-410 with new firmware in this screen. Please follow these instructions:

1. Download the latest firmware from PLANET's website, and save it to your disk.
2. Click “Browse” and find out the location of the downloaded file.
3. Select the file and click “Upgrade” to update WRT-410 to the latest firmware.

802.11g Wireless Router

P Restart P Settings ®Firmware P Ping test [HELF

T ANSefing  fJUpgrade Firmware

| ..

Wireless upgrade |

Status

Routing
Access

Management
Tools '
Wizard

3.7.4 Ping Test

You can ping an IP address or host which is present on the Internet. Type the IP address or host name in
the field and click Ping.
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802.11g Wireless Router

P Restart P Settings P Firmware B Ping test |

W Host Mame or IP address: I

Wireless

Status

Routing

Access
Management
Tools '
Wizard

3.8 Wizard

The setup wizard enables you to configure the WRT-410 quickly and conveniently. Click “Wizard”
button, the window below will appear. Please click “Next>" and follow the steps to configure WRT-410.

Welcome to Wireless Router Setup-|

Step 1. Setyour new password

Step 2. Choose your time Zone

Step 2. Set LAMN connection and DHCP server
Step 4. Setinternet connection

Step 5. Setwireless LAN connection

Step 6. Restart

Mext > | E}{itl display wizard next time? ® Yes 0 o Update |

You are prompted to select a password. Type a password in the text box, and then type it again for
verification. Click Next.

Select your time zone from the drop-down list. Click Next.
Type the LAN IP address in the text box. The default IP address is 192.168.1.1.
Type the subnet mask in the text box.

Enable DHCP Server if you want DHCP to automatically assign IP addresses. Type a beginning IP
address and an end IP address for the DHCP server to use in assigning IP addresses.

Click Next. Select how the router will set up the Internet connection. If you have enabled DHCP server,
choose "Obtain IP automatically (DHCP client)" to have the router assign IP addresses automatically.

Click to enable or disable wireless LAN. If you enable the wireless LAN, type the SSID in the text box and
select a communications channel. The SSID and channel must be the same as wireless devices
attempting communication to the router.

Click Next. You are prompted to restart save the settings and restart the router interface. Click Restart to
complete the wizard.
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Chapter 4 802.1X Authentication Setup

4.1 802.1X Infrastructure

An 802.1X Infrastructure is composed of three major components: Authenticator, Authentication server,
and Supplicant.

Authentication server: An entity that provides an authentication service to an authenticator. This
service determines, from the credentials provided by the supplicant, whether the supplicant is authorized
to access the services provided by the authenticator.

Authenticator: An entity at one end of a point-to-point LAN segment that facilitates authentication of the
entity attached to the other end of that link.

Supplicant: An entity at one end of a point-to-point LAN segment that is being authenticated by an
authenticator attached to the other end of that link.

In the following sections, we will guide you to build an 802.1X Infrastructure step by step. The instructions
are divided into three parts:

RADIUS Server Setup: Microsoft Windows 2000 server.
Authenticator Setup: WRT-410.
Wireless Client Setup: Microsoft Windows XP.

WRT-410 ; WAP-4000
Switch

RADIUS File Server  Print Server
Server

Intranct

The above graph shows the network topology of the solution we are going to introduce. As illustrated, a
group of wireless clients is trying to build a wireless network with WRT-410 in order to have access to
both Internet and Intranet. With 802.1X authentication, each of these wireless clients would have to be
authenticated by RADIUS server. If the client is authorized, WRT-410 would be notified to open up a
communication port to be used for the client. There are 2 Extensive Authentication Protocol (EAP)
methods supported: (1) MD5 and (2) TLS.

MD5 authentication is simply a validation of existing user account and password that is stored in a
database of RADIUS server. Therefore, wireless clients will be prompted for account/password validation
to build the link. TLS authentication is a more complicated authentication, which is using certificate that is
issued by RADIUS server for authentication. TLS authentication is a more secure authentication, since
not only RADIUS server authenticates the wireless client, but also the client can validate RADIUS server
by the certificate that it issues. The TLS authentication request from wireless clients and reply by Radius
Server and WRT-410 can be briefed as follows:

1. The client sends an EAP start message to WRT-410.
2. WRT-410 replies with an EAP Request ID message.

3. The client sends its Network Access ldentifier (NAI) — its user name — to WRT-410 in an EAP
Respond message.

4. WRT-410 forwards the NAI to the RADIUS server with a RADIUS Access Request message.

5. The RADIUS server responds to the client with its digital certificate.
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6. The client validates the digital certificate, and replies its own digital certificate to the RADIUS server.
7. The RADIUS server validates client’s digital certificate.
8. The client and RADIUS server derive encryption keys.
9. The RADIUS server sends WRT-410 a RADIUS ACCEPT message, including the client's WEP key.

10. WRT-410 sends the client an EAP Success message along with the broadcast key and key length,
all encrypted with the client's WEP key.

4.2 RADIUS Server Setup

4.2.1 Required Services

After Windows 2000 server has been installed, please install Service Pack 2 also and other latest
security patch.

Furthermore, the following service components are needed:

n Active Directory (Please consult with your network administrator or an engineer who is familiar with
Windows 2000 server to install Active Directory; otherwise your system or network might be
unstable.)

n IAS (Internet Authentication Service)
n Web Server (11S)

n Certificate Service

4.2.2 Setup Procedure

1. Login into Windows 2000 Server as Administrator, or account that has Administrator authority.
2. Go to Start > Control Panel, and double-click “Add or Remove Programs”.

3. Click on “Add/Remove Windows components”.

4. Check “Certificate Services”, and click “Next” to continue.

Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windowes 2000,

Toadd or remove a component, click the checkbos. & shaded bok meanz that only
parl of the componeat will be installed. To zee what's includad 1 a component, click

Details

Components:

-Ig‘J @.ﬁ.ccessmes and Utilibizs 127 ME =
B Certifizate Sarvices

[ B Indexng Servics 0.0 ME
% Interret Information Services [115] 21.7 MB

1 2= M aneacment and Monitoinn Tanl SR, [

Description: [nstalls a certfication authority [CA] to issue cetificates for uze with
public key securky applcations.

Tatal disk space reduired: 21 MB o
Space available an disk: 3524 4 ME prales |

< Back I Mewt > I Cancel |

5. Select “Enterprise root CA”, and click “Next” to continue.
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Windows Components Wizard

CA Identifying Information

Enber infomnaiion o identify this CA

L& name;
Oroanizat
Organizat

Cibyz

ioh:

ional unik:

State or piovince:

E-mail:
L& descri

Vald for:

pricin:

IWirEIessEﬁl

|

|

!

I Countryregian: Iug
|

|

[2 Trems x| Ewitex  [is6/20051215FM

< Back I MHext = I

Canczel I

6. Enter the information that you want for your Certificate Service, and click “Next” to continue.

7. Go to Start > Program > Administrative Tools > Certificate Authority.

8. Right-click on the “Policy Setting”, select “new”.

9. Select “Certificate to Issue”.

@ Certification Authority 5 ] 4 |
Laten yew [[= » Bm DB 2
Tres | | intended Pupass
[ Certification Authority (Lacal) G ers recovery Agent Fie Recovery
=D wirelessta GAlpasic 75 Encrypting Fle Syshem
1 Revoked CertFicates @Dnman Controller Clent Authenticabion, Sewer LU=t
270 1ssued Certificates G web server Server Authentication
__| Pending Requects A Computer Clenk Aubhenticabion, Seewver dubhentic

7] Faied Requests

Viw

R=fr=sh
Export List...

Hap

akion Aukharity

1]

Encrypting Fle Syskem, Secre Emal, ©

Code Sigring, Mickosofe Trost List signi

i

|F-.|:||:| & Certificate Template ta the ist of Certificebe Templabes issaed by bhis Certifica

10. Select “Authenticated Session” and “Smartcard Logon” by holding down to the Ctrl key, and click

“OK” to continue

-33-




i Seleck Certificate Template

Selkect a certiicate template to izsue certficates

0l

Uzer Signature Oriky

I futhenticated

! Smartcard Logon

@ Tzt List Sigring
[ﬂ F nralirment Aaant I Catificabe Peo met
4

Secure Email, Clier
Secure Email, Clier
Client Autherticatic
Client sutherticatic
EXIGHIEN] Code Signing
hicrozaft Truct Lizt

T

4

Cancal |

11. Go to Start > Program > Administrative Tools > Active Directory Users and Computers.

12. Right-click on domain, and select "Properties” to continue.

#A- tive Direchory Lsers and Compubers

Jtsé Corsde  Window  Help

=10l
=121

| ten wew | == W FEE @ e TE o

Tree | FAELOCAL  Sobiects

Q{a Active DF ectory Lsers | | _HaM0E I Type I Deecription

F'L'.? Em Gl albie ilkinDornain
- Del=gsks Contrcl... Container Defauk conkainer for upar..,
E:| _ Find.. Drgerizational ... Defauk container for new
£l (& “onnect to Doman.., [onksiner Defauk conksiner for secu...
il:—; Connect to Doman Cortroler.,. [cnksiner Defauk conkaner for upor..,
#-_  Operations Masters. .,

ey b
All Tasks 3
Ulew 3

Mews Window from Here

Export List.,
| [r—

Fefresh

bpan.s.p.ru:-

Hel |

13. Select “Group Policy” tab and click “Properties” to continue.
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FAE.LOCAL Properbies

General I tanaged By Group Policy I

Q Currznt Group Policy Object Links for FAE

2 x]

Group Paicy Obect Linkz

| No Dwvernide | Disal:led|

iDefauk Dornain Palizy

[Eroup Folicy Ohiects hicher in the lizt have the highest prioritp:

Thiz ligt obtained fom;: faell. FAE.LOCAL

New | add. | Edi 0

Optians... I Dekte.. I Fraperties [ I

™ Blodk Palicy inheitance

| k. I Cancel Aoy

14. Go to “Computer Configuration” > “Security Settings” > “Public Key Policies”

15. Right-click “Automatic Certificate Request Setting”, and select “New”

16. Click “Automatic Certificate Request ...”

Action lﬁcw| G=-l||EI|||§'

-Iojx]

Tree I

A bomack Cerhificate Request ©

¥ DeFaclt Domain Poiicy [Faenl, FAE LOCAL] Poley
=148 Computer Corfiguration
j] /7] Sofbware Settings
j windows Eattlngs

5 |Q Rizsbrick=d Groups
8 System Servioes
B Registry

; (] Entterpris=z Trus:
i S 1P Securicy Policies on Ackive Direckary
—I _-.I Adminstrative Terplates
=1 User Corfiguration
4]-/27) Saftware Settings
ﬂ :I whndows Satkings
A1 Adwinads o ive Tenplae

Aukomatic Certficate Fegoast,,

izw K

Refresh
Export sk, .

Hab
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17. The Automatic Certificate Request Setup Wizard will guide you through the Automatic Certificate

Request setup, simply click “Next” through to the last step.

Automatic Certificate Request Setup Wizard __1'_(_]

Cerlificate Template
The rnext ime a computer gz on, a cerlificate bazed on the template pou sekect iz o
oo

provided.

b certificale template i= a ==t of predefined properties for cerbificates izsued to
compuiers. Select a template from the following st

Catificate templates:

|IntendedPuposes
H Complites Client ssulhentication, 3 erver Authertication
| C'omain Cortrolier Client &ulhentication, S erver Autherbication
Enralnent Agent [Computer) Certificate Request Agent
IPSEC 1161652212

4] | 2

< Back i Mest > i Canczel |

18. Click “Finish” to complete the Automatic Certificate Request Setup
19. Go to Start > Run, and type “command” and click “Enter” to open Command Prompt.

20. Type “secedit/refreshpolicy machine_policy” to refresh policy.

ommand Prompt

C:\=secedit/refreshpolicy machine_policy

Group policy propagation from the domain has been initiated for this computer. |
t may take a few minutes for the propagation to complete and the new policy to t
ake effect. Please check Application Log for errors, if any.

Ch=

Adding Internet Authentication Service
21. Go to Start > Control Panel > Add or Remove Programs.
22. Select “Add/Remove Windows Components” from the panel on the left.

23. Select “Internet Authentication Service”, and click “OK” to install.
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Metworking Services X|

To add or remowve a component, click the check box. & shaded box meanz that orly part
of the component will b2 irstaled To zee what's kiclided in a component, click Detaiks.

Mmpnnents of Hatwaiking Sarvices:

[ 5 COM Internet Serdces Piosy 0.0 ME
¥ = Domain Mamne System [DMS)
[v'| Iy i orfigurabor Prot

[ B Cimpls TCP/P Services
] ™ Sie Server LS Services 15ME x

Descrpticn:. Enables authentication, authonzation and accounting of dal-up and W

uzers. 145 supports the BADIUS piotocol
T otal dizk zpace required: .4 kB et
Space available on disk; B462 & B —I

o | concel |

Setting Internet Authentication Service

24. Go to Start > Program > Administrative Tools > Internet Authentication Service.

25. Right-click “Client”, and select “New Client”.

" Internet Authentication Service o =1 |
| adion  iew |]<:=- -r||“g|[g|@ |
Tres I Friandly Mame | addrass | Prekoeal
% Inkemet Authentication Service {Local)

TEw ¥

Wiew k

Export List...,

Help

| | 2

26. Enter the IP address of WRT-410 in the Client address text field, a memorable name for WRT-410 in
the Client-Vendor text field, the access password used by WRT-410 in the Shared secret text field.
Re-type the password in the Confirmed shared secret text field.

27. Click “Finish”.
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Add RADIUS Client X1

Cliert |rfarmation
5 pecify infarmation rzgarding fe client.

Client addiezs [IP arDRS]:

|1 92 168.1.1 Yerify...

Client-Yendar:

|RADIUS Standard i
[~ Client musat abvaps sand the signaturs attibute in e equest

Shared secref: Ix

Confirm shared sacret: I“"1

< Back I Fruzh I Cancel

28. In the Internet Authentication Service, right-click “Remote Access Policies”

29. Select “New Remote Access Policy”.

'-.L._F Internet duthentication Service = ;IEILI
J Ackion  Wiew |J¢' #|I§I||@ |
Tree I Harne [ order |
% Tntetnet Authentication service (Local g‘?nlluw access IF dig-in permission 1s enabled 1
=L Clients

E-I l:l Remaokte Access Loggng

grcrote Access Policies

Mew Remote Access Policy

P 3
Micwy k
Expart List, ..

Help

30. Select “Day-And-Time-Restriction”, and click “Add” to continue.
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: Select Attribute i 21 x|

Select the bppe of aitribute bo add, and then chck the &dd button.
Attnbute types:

[ame

| Dezcnphion

Called-5tation-1d
Calling-Station-Id
Clent-Frizndly-Hame
Clent|P-Address
Clentendar

I [ ap-dnd-Time-B estric:
Frarned-Protocol
M&S-Identifier
MAS-IP-Addes:
MAaS-Por-Tipe
Service-Type
Tunnel-Type
Swindowz-Gioups

J

Fhane nurmber dialed by yzer

Phone nurmber from wiich call originated
Frizndly name for the RADIUS client. [1A5 orly)
IP addres= of BADILS clant [LAS only]
Manfacturer ol RADIUS prox ar WAS. (145 onl
Time perod: and davs of week. dunng which use
The protocol to be uzed

Sting identilving the MAS oniginating the request
IP address of the MAS anginatirg the request (14
Type of phyzical port uzed by the MAS originatin
Type of service user has requested

Tunneling piotocols to be wsed

“windowes groups that user belongs to

| |

Ao, I Lancel |

31. Unless you want to specify the active duration for 802.1X authentication, click “OK” to accept for

having 802.1x authentication enabled at all times.

Time of day constraints ] Xl

q & ¢

All
Sundap
Manday
Tisda % Pemited
Ywiednesday

Thuizday

" Denied

Friday

Saturday

Sunday thiough S aturday from 12 4M to 12 &M

32. Select “Grant remote access permission”, and click “Next” to continue.
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Add Remote Access Policy i X|

Fermizzions
Determing whether kb giant ar deny remote access permizeion.

'fou can uee a Bemote dooess Policy ether to grant certain acces: prvilege: to a
group of weerz, o toact az a fiter and deny access pivilege: to a group of Lzers

I & uzer matches the speched condiiors:

* Grant iermote access permission

" Dy immole acoes: permission

< Back I Mext = I Cancel

33. Click “Edit Profile”.

Add Remote Access Policy )

Ilzer Profile
Specify the uzer prafile.

'ou can how zpecifp the prafile far users wha matched the conditions pow have
specified.

Hate: Even though you may have zpecified that users should be danied azcaezz, the
profile can zhil be usad F thiz policy's conditions are overrdden on 3 per-uzer basis

Edit Profile. . |

< Back I Frizh I Cancel

For TLS Authentication Setup (Steps 34 ~ 35)

34. Select “Authentication” Tab.

35. Enable “Extensible Authentication Protocol”, and select “Smart Card or other Certificate” for

TLS authentication. Click “OK”. Then go to step 38.
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Edit Dial-in Profile 2 x|

Dial-in Conshraints | IP I Fultifirl
Autrentication ! E ncryptian | Advanced

Check the aulhentication methods which are dlowed for this connection.

v Eutenzible dAuthertication Potocol i

Select the EAF tppe which iz accephable for this polcy.

I lSmalt Card or other Certficate _ﬂ Cenfigure. .. I

[T Microsolt Enciypted Authenlication version 2 [MS-CHAR v2)
[ Microzolt Encrupted Autheniication [MS-CHAR

[ Encrppted Authertication [CHAR]
[T Unencrypted Authenbcalion [PAP, S PSP

Unauhenticated Access

u Alow remob= PPF clients bo connect without negotiating
any authentication rmethod.

[ ok | camcel | gl

For MD5 Authentication Setup (Steps 36 ~ 37)

36. Select “Authentication” Tab.

37. Enable “Extensible Authentication Protocol”. Select “MD5-Challenge” and enable “Encrypted

Authentication (CHAP)” for MD5 authentication. Click “OK”.

Edit Dial-in Profile 2=l
Diial-in Constraints | IP I Pultibrk
Suthentication ! E neruption | Advanced

Check the authentication methods: which arz dlowed for this connechion.
l|—|7 E stensible Authertication Protacol i
| Select the EAR bype which i acceptable for this polcy.

|MDEChallenge

™ Micmsal Enciypred Authenlication wersion 2 [MS-CHAF v2]
™ Microsolt Encrepted Autheniication (kS -CHARP)

I+ Encrppted Authertication [CHAP)
[T Unencipted Authentcalion [FAP, SRS

Unawthenticated Access

r Alow iemob= FPF clientz to connect without negotiating
any authenlication methad.

Ok I Cancel Ay
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38. Select “Internet Authentication Service (Local)”, click on “Action” from top panel. Then click

“Register Service in Active Directory”.

¢ Internet Authentication Service L 1ol x|

| action vew ||« = | @@ T 2] 0@ |

Open :I
atark senyvice p—| i Welcome to Internet Authentication

Skop Service Service

Reqister Service in Active Direc

Internet Authentication Service (1AS) performs
centralized authentication, authorization, and
Help accounting of users who connect to a netwark
using wirtual private network (PR and dial-up
technology. 145 implements the IETF standard
Femote suthentication Diakin User Service
(RADIUS) protocal.

Properties

To enable the [a5 server fo read the remote
access properties of user accounts in the Active
Directory, on the Action menu, click Register
Service in Active Directory.

For more information about setting up 145, see
"Checklist: Configuring 145 for dial-up and YRR
access" and "Checklist: Configuring [AS o
outsource dial-up access" in online Help.

For more infarmation on 1AS deployment =]
[ [ [

39. Go to Start > Program > Administrative Tools > Active Directory Users and Computers.

40. Right click on the domain, and select “Properties”.

fz Active Directory Lisers and Compukbers = ||:I|LI
| =% Consale  window  Help | -|EF|£||
: ; = = L o wly = |
|J Action  Wiew |J¢' *|rﬂﬂ|@’|@|]’ﬁ@tﬁ?@§ |
Tree | FAE.LOCAL S objects
@ fickive Directary Users | | PaMe [ rype | Descrprion I
=] [ T builtinComain
& Delegate Contral... Corkainar Defadk container For upgr. ..
(& Find... Drganizational ... Defadt container For new ..,
Fof i Corkainer Defadt container For secu...
& et o e e I ot ainer Defaut container For upgr. ..
[ ©perations Masters...
Mlew 3
all Tasks »
View L4

New Window from Here

Refresh
Esport List. ..

4

DPEMS PIO el |

41. Select “Group Policy” tab, and click “Edit” to edit the Group Policy.
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FAELOCAL Properties 21 x|

General | Managed By Group Polcy |

g Current Group Policy Object Links for FAE

| Mo Ovemnde | Dis:al:leu:l|

Group Poicy Obect Links

D efauk Dormain Policy

[aroup Folicy Ohjects hicher in he lizt hasve the highes! priority.
Thiz izt obtained from;: faell FAE LOCAL

New | add. g |
Optians... I Dekte.. Fraperties [ I

™ Black Policy inheitance
k I Canzel ey

42. Go to “Computer Configuration” > “Windows Settings” > “Security Settings” > “Account

Policies” > “Password Policies”. Double click on “Store password using reversible encryption for

all users in the domain”.

¥ Group Policy

=181 x|

| action  iew |J¢- -Pll?—__l|x||§

Policy  #

I Cormpubsr Sekbing

Tree I

@Enfnrce password history
Maxlmum passwaord age
@Mini‘num password age
Mini‘num password length
L]

Defaulk Domain Palicy [Fae0l.Fh «
EI& Computer Configuration
¢ [ SoRfware Settings

-1 Windows Settings

1 passwords remembered
42 days

O days

0 characters

Mli-oblod

if=]) Scripts (Seartup/Shy -
=-S5 Securiy Settings

He encrepbonF...

E@ Account Policies
Password Pz
-2 Account Lod
¢ B¢ Kerberos Pol
m% Local Palicies
[+-=8] Event Log

-8 Restricted Grou

Fl@ Swskemn Services

& Registry

mcﬁ File Syckerm

-2 Public Key Policis

& ‘g IP Security Polici=
i =20 Administrative Template:
El\ﬁ User Configurakion

=2 Sofoware Settings _'ﬂ
I I :

_43-




43. Click “Define this policy setting”, select “Enabled”, and click “OK” to continue.
21x]

~ 4.4  Stors passwoid using reversible encryotion for &l uzersin the
Ei domain

Security Policy Sekting

¥ Define this policy seting:
| & Erebled
" Dizabled

Cancel

o]

44. Go to Start > Program > Administrative Tools > Active Directory Users and Computers.

45. Go to Users. Right-click on the user that you are granting access, and select “Properties”.

-] x|
|
Jacon wew [ » E@E X EFOB 2  OBRBTEE |

Tree | Uscrs 21 obiccts

'-.'{l_‘.:fltti\-'e Directory Users and Compubers

]@ Coarzale  ‘Window  Help

Name I Typa I Crascriphion I
€ sdminstrate User Eulk<rn account For admind, ..
gcwz Publishers  Secority Group ... Enbzrprise certFication an. ..
DHCP admins. .. Secdrity Grodp .. Members who have admini.,
ﬁDHCP Uzers Security Group ... Members who hawe wee-.

NS ASdministratars Group

é‘% Achve DiFectory Users and Computers
=35 FoF Lo

&[] Buitn

-] Computers

F-[#3 Doman cortrllers

;HD ForeigrisecurbyPrncpalks

L] Lsers

mDor
ﬂEDur
mDnr

gDn: COpy
On: add members to & group. ..

Disabla Accaunt
Resal Passaand..,
Mo, .

gDDr Oper hare page ml darmain guests

Dor - send mall Bl darain users

ﬁEnt Pecigrated administrabors. ..

an: AR Wembers in this group can...
BUE  Dielebs ulkE-n account For ques: ..,

15 penare uil-im accounk For anarse. ..

I Refresh uil-n account For Jnterrn, .

ﬁn vy Distribution Center Se.. .

ERWF rvers in this graup can .

e 5 = sigriated administrakoes.,.

W3 clents who are perml, ..
Pesigrated administrabors, .,
Bl workstacions and serve...
il domain controllers in th. .

This user account s used ..

ﬂ TsInternekUser  User

46. Go to “Account” tab, and enable “Store password using reversible encryption”.

47. Click “Apply” to continue.
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21x

Member OF | Diakiry | Erwiranmerit | Sessions
Remaote control | Terminial Servizes Profile
Gereral I Addrece Bcoount | Prahle I Telephanes I Organization

|dzer looan name:

It:st I@F.éE.LEII:AL =]
|zer looon name |pre-windaws 2000%
|F.£':.E'-. Ite-et

Logon Howrs.... LogOnTo.. I

T docountizlocked ot

Azcounl options:

[T Usermust change password at next logon ﬂ
[T Usercannot change password

r ¥ Store password uzing reversible encrpation ;l
—Account EXpire
v Mever
¢ Endok | Fidsy | Febuay 07,200 #

[ ok | camcel | Apow |

48. Go to the “Dial-in” tab, and check “Allow access” option for Remote Access Permission and “No

Call-back” for Callback Options. Then click “OK”.

x|

Remate control I Terminal Servizes Profile

[General I Addres Lo Prifle I Telephares I Organization
hermber OF E nwiranment I S esniong

—Remote Accesz Pemizzion [Dialn o WPM)

= Bllow acces*

" Deny access

| Lontrdl access through Hemcte aceess Policy

I Wenby Ealler-l2r:
S e
* MoCdlbac

" Sel by Caller [Fduting and Femacte Accass Service anly)
= Always Callback ba: I

I dssion = Statc [P Address I
o Apply S tatc Rattes

Drefine rautes to enable for thiz Diakin Staic Houfes |
cannection.

ok | camcel | apoh |
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4.3 Authenticator Setup

1. For EAP-MD5 Authentication, WEP key must be set previously. Go to Wireless>Authentication.

Enable WEP key, and enter a desired key string. You can skip this step if using EAP-TLS Authentication.

@ PLANET, 802.11g Wireless Router

* Basic B8 Authentication & Advanced B 802.1X | B

N & Open Systern © Shared Key © WPA T WPAPSK
C Enabled  Disabled

WY IEfl-hit vI

' |0000000000
' |0000000000
¢ |poooooooao
 |0000000000

LAN Setting
Wireless

Status

Routing
Access

Management
Tools
Wizard

Cancel | Applyl Clearl

2. Click on 802.1X for detailed configuration.

802.11g Wireless Router

P Basic P Authentication P Advanced & 802.1X [ FELP]

802.1X " Enabled ' Disabled
Encryption Key Length B4 hits & 128 hits

P ietime [0 Minutes 7]
RADIUS Server 1 p [182.168 1110

Por ez
Shared Secret |“"""‘""’

RADIUS Server 2 I pooo
{Optional) Bort ID—

Shared Secret |

LAN Setting
Wireless
Status

Routing
Access

Management

Tools
Wizard

Cancel | Applyl

3. Enable 802.1X Authentication by selecting “Enable”.

4. If EAP-MDS5 is used, you can leave the settings in Encryption Key Length and Lifetime as default. If
you are using EAP-TLS authentication, set the Encryption Key Length ranging from 64 to 256 Bits and
the Lifetime from 5 Minutes to 1 Day. As soon as the lifetime expires, the Encryption Key will be renewed

by RADIUS server.

5. Enter the IP address, Port number, and Shared Secret Key used by the Primary Radius Server.
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6. Enter the IP address, Port number, and Shared Secret Key used by the Secondary Radius Server.

7. Click “Apply”. The 802.1x settings will take effect right after WRT-410 reboots itself.

4.4 Wireless Client Setup

Windows XP is originally 802.1X support. As to other operating systems (windows 98SE, ME, 2000), an
802.1X client utility is needed. The following procedures show how to configure 802.1X Authentication
with WL-3555 in Windows XP.

Please note that if you want to change the 802.1x authentication type of a wireless client, i.e. switch to
EAP-TLS from EAP-MD5, you must remove the current existing wireless network from your preferred

connection first, and add it in again.

4.4.1 EAP-MD5 Authentication

1. Go to Start > Control Panel, double-click on “Network Connections”.
2. Right-click on the Wireless Network Connection which using WL-3555.

3. Click “Properties” to open up the Properties setting window.

VWireless Hetwork Connection Status E|E|
General | Suppurt|
Cornachion
| Status: Connected
Diuratior: 01:47:43
Speed: 220 Mbp=
| Signal Strength: T aalll
Aty ;
| Sent »% Received
—
| Btes: 70335 I
‘ ulupcrti:s i Dizable ]

4. Click on the “Wireless Network” tab.
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H[E3

- ¥ireless Hetwork Connection Froperties

= _— 3 E
Gienaral § wireless Metworks I.ﬁ.uth:nti:utinn [ Advanced |
|

Cornect uzing

S 22 WLAN PLI Adeptes

Thiz connection uze: the fallowing ikerns

= Clen! for Microsof Mebworks
v g Fie and Printer Sharing for Microsaft Metworks
o= Qo5 Packe: Scheduler

%= rpernet Prococal [TCRAR)

[ Ingtall... | [ Uninzt &l ] | Froperties

Drescoption
Alowves pour computer ko acces: nesources on a Microzoft

rebnrk

[¥] Show icon in notiication area when cormected

Ok, H_ Cancel J

5. Click “Properties” of one available wireless network, which you want to associate with.

-4 Yireless Hetwork Connection Properties |E|E|

Uz Windows bo configure rmy wirslass retwork zethings

Livailzble netbwcrk =

Ta cennect to an avalable netwark, dick Canfigure.

¥ PLANET RT | Corfigwe |
I AP252423
I Wireless

Prefered network.s
Automatically connect ta available networks in the arder lizted
below:

Miove down

[ Add.. ][ Aemowve ]I[ Properties ]I

Learn about zethng up wieless nebwark,
configuialion

l ]S H Cancel I

6. Select “Data encryption (WEP enabled)” option, but leave other options unselected.
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7. Enter the network key in “Network key” text box. The string must be the same as the first set of WEP

key which you set to WRT-410.

Wireless Hetwork Properties

Network rame [5510): | |
Wiraless nebwcrlk ey WER)

Thiz netaork requres a key far the following:

I [+ Data encryplion [WEF enabled)
| Mebwark &utentication [Shared mode]

Metwork key: imm“ﬁ '
Kay format; !.-5.5 Cll charactars V:
Kz length: i 40 hitz [5 chaactars| Vi

kay index [advanced|: !I]

[] The key iz provided For me autormaticaly

8. Click “OK”.
9. Select “Authentication” tab.
10. Select “Enable network access control using IEEE 802.1X” to enable 802.1x authentication.

11. Select “MD-5 Challenge” from the drop-down list box for EAP type.

- Vireless Metwork Connection Properties |E|E|

Select thiz option to provide authenticated network access for
wired and wireles: Ethemet nefwork s

| I [#] Enable netwark, access contrel wsing IEEE 8021 I

E&F type: | | MD5Challergs ~|

Smart Card or other Certficate

T IOECTE

Authenticae ag computzr when computer infomation is avalable

[] Autkenticae 2z ousst when user ar cormpuber nfaimation is
Lhavailable

I k. |l Cancel ]
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12. Click “OK”.

13. When wireless client has associated with WRT-410, a user authentication notice appears in system

tray. Click on the notice to continue.

A Wireless Nebwork Connection *

Click. bt £ enber our wses nama and passaoed Far e
rabwark PLANET RT

14. Enter the user name, password and the logon domain that your account belongs.

15. Click “OK” to complete the validation process.

Wireless Hetwork Connection

Uz=r name:; | tesi |

Pazzwond | oo |

Logon damar: | FAE.LQGA.L |

[ 1] ] [ Cancel ]

4.4.2 EAP-TLS Authentication
Get Digital Certificate from Server
The following procedures are based on obtaining a certificate from Windows 2000 Server which acts as a
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CA server. Furthermore, you must have a valid account/password to access the server.

1. Active web browser, enter “http://192.168.1.10/certsrv” in the Address field which 192.168.1.10 is the
IP address of our server. This will directly access to Certificate Service of a Windows 2000 server. A
dialog box will prompt you to enter user name and password.

2. Enter a valid user name and password, then click “OK” to continue.

Connect to 192.168.1.10

Cornecting ko 192, 168,110
Lser name: | | w| i
Password: | |
[ ]remember my password
[ (K, ] [ Cancel ]

3. Select “Request a certificate”, and click “Next” to continue.

2} Microsoft Certificate Senvices - Microzft Internet Explorer

Fie Edit ‘i=w Faworites  Took  Hep
Qo - © 6] (&) @ Pmart Jrraoes @na )| (2+ 5 =
Acdrosll @ http ()52, 168 1,10} certsryy e ke

Microsoft Certificate Sewices -- Wire

Welcome

Vil Lise this wiek 5112 10 request a certificate for yourweb orowser, e-mail client, or cthar sacure prograrm.
Dinceyou acouire a carifi cate, you will be able to securely identifyyourself to other people over the web, sion
YOUF & MEil MeS58085, SNCrt your e-mail messages, 2ndd more depending upon the tvoe of cenificate you
raguest.

Select atask:
O Betrieve e DA cedifjeate or carificate revocston st
| ©Request a cerificate
T TEL o g pea e sertificats

4. Select “User Certificate request”, and click “Next” to continue.
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N Microsoft Certificate Services - Microsaft Internet Fxplarer

Fie FEdt Wiew Fawrites  Toos  Help

{;Back x xﬂ; m |ihi 'h ‘_'::sea'd'u \l;:'\r:Fafmbas &Meda £ ::" ,._# E

Ardress E|'|I:|:|:|:|'|'1.‘3|2.1.GE.l.in:l:rI:sru,l::rl:rqu:.aq: | B Ga Links

Wicrosoit Cerif es - Wire Y Home

Choose Request Type

Floasa seloct the type of requastyou would like to make

@ User certificate reguest

O Athanced request

5. Click “Submit >” to continue.

2§ Microsoft Cerfificate Semdees - Microsoft Internet Explorer

Fi= Fdt View Fawcrites  Took  Help qr
@Ba:k - & :-t"| |:'] ;‘F )'_-] seach 5 7 Favikes (M peda £2) L»:.-jr 1_.; =
Aodrass -ﬂ]hltp:|'.Il92-16EI.l.lEI.Ica'ts'v.l'ccrqubi-ns:\?typ-c—lil b (=) links: *

User Certificate - Identifying Information

Al the necessany identfing informat on has alrsacy Deen collacted. You may nove SUDMITYoUr request.

| Wore Options == |

6. The Certificate Service is now processing the certificate request.
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; Microzoft Certificabe Servces - Microsoft Internet Explarer

File Edit Wiew Faworites  Toos Help

,q
, [ @ wth o Wl =)
Oru - £ - |x &) 2 o seach S rmonte: @Mt £8 C4- Lo B
Aodress .:E‘I http: 1192168110 cerbsre Jeertrghi. esp Thpe=0

Microsodt Cadifical

User Certificate - Identifying Information

Al thee necessan idarmifying information has already been collectsd, You may now submit vour reguest

[ Mare Jptions == ]

YWaitine for server responsa...

7. The certificate is issued by the server, click “Install this certificate” to download and store the

certificate to your local computer.

; Microzoft Certificabe Services - Microsaft Internet Bxplarer

Fie FEdif Yiew Fawarites Tods  Help

i
@Ba:k - |i] |£ h J:?seard-. ‘E'::::'Faﬁ'mms vd‘Meda {:{3 .?;' “:E" —

Aridress -glihl:l:p:|'|'1.‘3|2.1.GE.1..1I:I|'::fbsru,|:=rtfrﬁh.aq:

Microsodt Carlificale Semces - W

Cerdificate Issued

The cartificate you raquasted was i55ued o you

E'ﬂ‘i Instal this cerificate

8. Click “Yes” to store the certificate to your local computer.

Root Certificate Store E |

": Do vou wank ko ADD the followirg cerkiicste to the Root Storer

Subiect : WirelessCa, T

Issuer : Self Issued

Time Yalidity ; Mondaw, January 06, 2003 through Thursday, January 05, 2005
Serial Humber : 13271301 4F483783 4LE4CF7 2497 D9FA

Thumbprint (shal) | 294FCEIC ZD9FZFZ] 4DC262F9 Z00GDEFA B4900 10E
Thurnbprint {md5) : 1IEBAIECD 2036A0F0 GES1Z21AG A1IGE4AC

'1"es| Mo
e |

9. Certificate is now installed.

Wireless Adapter Setup

1. Go to Start > Control Panel, double-click on “Network Connections”.
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2. Right-click on the Wireless Network Connection which using WL-3555.

3. Click “Properties” to open up the Properties setting window.

Wireless Hetwork Connection Status [EJEJ
General iSL,ppm[.;
Cormaction
Shatus: Connected
Duratior: 01:47:43
Cpeed: 220 Mbp=
Signal Strength: T aanlll
Activib =
Sent hi’{# Received
Butes: 0335 n
E_‘Elnpl:rtil:s i Dizabl= ]

4. Click on the “Wireless Network” tab.

k- ¥ireless Hetwork Connection Froperties 2||g|
—

General §ywireless Nebworks I.ﬁ.uthl:ntil:utiun | Advanced |
|

Carnect uzing

BE Z2MWLAN PO Adepter

Thiz connection uze: the fallowing ikerns

= Clen for Microsaft Metwork:
¥ 8 File 2nd Printer Sharing for Micosoft Metwarks
B (o5 Packe: Scheduler

S Intemet Protocal [TCRAR)

[ Ingtall... | [ U rinzt 2l ] | Properties
Dezcophion
Alows wour computer to access nesouwrces an a Microzoft
hetwnrk,

[¥] Show icon in notilication area when comected

ak. H Cancel J

5. Click “Properties” of one available wireless network, which you want to associate with.
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-4 Yireless Hetwork Connection Properties |E|E|

: Emclii ‘wiraloss Metworka | authentication || Advanced |

Uz Windows bo configure rmy wirslass retwork zethings

Livailzble netbwcrk =

Ta cennect to an avalable netwark, dick Canfigure.

¥ PLANET RT | Corfigwe |
I AP252423
I Wireless

Prefered network.s
Automatically connect ta available networks in the arder lizted
below:

K oL ANET RT | | [ Heww

b= A e
bove dowar

[ Add.. ][ Aemowve ]I[ Properties ]I

Learn about zethng up wieless nebwark,
configuialion

]S H Cancel I

6. Select “The key is provided for me automatically” option.

Wireless Hebtwork Properties

Hebwoik ramme [S510]: | - |
WWirelezs netvwcrlks kay PAVER]
This nebwork, requres a key faor the follmwing:

[+] D ata encrypiion [WEP enabled)
[ Metwork Authentication [Shaed mode]

aie e PR
JENOTE KEy |
|

7. Click “OK”.
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8. Click “Authentication” tab
9. Select “Enable network access control using IEEE 802.1X” option to enable 802.1x authentication.

10. Select “Smart Card or other Certificate” from the drop-down list box for EAP type.

-4 Wireless Hetwork Connection Properties |E El

| Geneal || “wirslsss Mebworkdl Authentication | bdvanced |

Select this opion to provide authenticated network, access for
wired and wirglez: Ethemet netwarkz.

Enable netwoik. access contral using IEEE 802 1

Srnart Card or ather Certficate
MDE-Challenge

Smart Card or other Certficate

EAP tupe:

[#] Autbenicae as computer when cornputer infomation is available

[ Autkerticats 2z guest when user or compuber infornztion is
Lnavailable

[ OF. ,|[ Cancel ]

11. Click “OK”.

12. When wireless client has associated with WRT-410, Windows XP will prompt you to select a
certificate for wireless network connection. If you only have one certificate in local computer, system will
automatically use it for authenticate. If you have multiple certificates in local computer, click on the

network connection icon in the system tray to continue.

er Wireless Mebwork Connection 1%

Click here to seleck a cevbficabe or othar cradentizls For
connection ta e networ FLANET RT

s -'?,1' start
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13. Select the certificate that was issued by the server (in our demonstration: WirelessCA), and click

“OK” to continue.

Connect Wireless Metwork Connection

tE:_tIE_'Fl'-"lE Jocal

Friendly name:
5 1azr: wdinzlessCh,
Emprration date: 1462004 4-02:09 A

ok || Carcel

14. Make sure this certificate is issued by correct server, and click “OK” to complete the authentication

process.

Yalidate Sermven Certificate

i

! The Root Certification Authorky for the server's certficate i wirelessiZa
Do wou wwank ko accept this connection?

(o] ] [ Cancel
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Chapter 5 Troubleshooting

This chapter provides solutions to problems usually encountered during the installation and operation of

the Wireless Broadband Router. Read the description below to solve your problems.

5.1 Frequently Asked Questions

What is WPA (Wi-Fi Protected Access)?
WPA resolves the issue of weak WEP headers, which are called initialization vectors (IV), and
provides a way of insuring the integrity of the messages passed through MIC (called Michael or
message integrity check) using TKIP (the Temporal Key Integrity Protocol) to enhance data
encryption. WPA-PSK is a special mode of WPA for home users without an enterprise
authentication server and provides the same strong encryption protection. WPA is not an official
IEEE standard, but is based on and is expected to be compatible with the upcoming 802.11i

security standard

Can | run an application from a remote computer over the wireless network?
This will depend on whether or not the application is designed to be used over a network. Consult

the application’s user guide to determine if it supports operation over a network.

Can | play games with other members of the wireless network?
Yes, as long as the game supports multiple plays over a LAN (local area network). Refer to the

game’s user guide for more information.

What is the IEEE 802.11b standard?
The IEEE 802.11b Wireless LAN standards subcommittee, which is formulating a standard for the
industry. The objective is to enable wireless LAN hardware from different manufactures to

communicate.

What IEEE 802.11 features are supported?
The product supports the following IEEE 802.11 functions:
» CSMAJ/CA plus Acknowledge protocol
+ Multi-Channel Roaming

- Automatic Rate Selection

RTS/CTS feature
- Fragmentation
- Power Management

What is PBCC?
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This new products use the ACX100 chip from Texas Instruments. In addition to meeting the existing
standard, the chip also supports a new modulation scheme developed by TI, called Packet Binary
Convolution Code (PBCC). It's this scheme that gives the products the extra kick: Even at lower

speeds, PBCC provides better performance at greater distances, and it can also work at 22 Mbps.

What is Ad-hoc?
An Ad-hoc integrated wireless LAN is a group of computers, each with a WLAN adapter, connected
as an independent wireless LAN. Ad hoc wireless LAN is applicable at a departmental scale for a

branch or SOHO operation.

What is Infrastructure?
An integrated wireless and wired LAN is called an Infrastructure configuration. Infrastructure is
applicable to enterprise scale for wireless access to central database, or wireless application for
mobile workers.

What is Roaming?
Roaming is the ability of a portable computer user to communicate continuously while moving
freely throughout an area greater than that covered by a single Wireless Network Access Point.
Before using the roaming function, the workstation must make sure that it is the same channel

number with the Wireless Network Access Point of dedicated coverage area.

5.2 Glossary

ACCESS POINT

Access points are way stations in a wireless LAN that are connected to an Ethernet hub or server. Users
can roam within the range of access points and their wireless device connections are passed from one
access point to the next.

AUTHENTICATION

Authentication refers to the verification of a transmitted message's integrity.

DMZ

DMZ (DeMilitarized Zone) is a part of an network that is located between a secure LAN and an insecure
WAN. DMZs provide a way for some clients to have unrestricted access to the Internet.

BEACON INTERVAL

Refers to the interval between packets sent sent by access points for the purposes of synchronizing
wireless LANSs.

DHCP

DHCP (Dynamic Host Configuration Protocol) software automatically assigns IP addresses to client
stations logging onto a TCP/IP network, which eliminates the need to manually assign permanent IP
addresses.
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DNS

DNS stands for Domain Name System. DNS converts machine names to the IP addresses that all
machines on the net have. It translates from name to address and from address to name.

DOMAIN NAME

The domain name typically refers to an Internet site address.

DTIM

DTIM (Delivery Traffic Indication Message) provides client stations with information on the next
opportunity to monitor for broadcast or multicast messages.

FILTER

Filters are schemes which only allow specified data to be transmitted. For example, the router can filter
specific IP addresses so that users cannot connect to those addresses.

FIREWALL

Firewalls are methods used to keep networks secure from malicious intruders and unauthorized access.
Firewalls use filters to prevent unwanted packets from being transmitted. Firewalls are typically used to
provide secure access to the Internet while keeping an organization's public Web server separate from
the internal LAN.

FIRMWARE

Firmware refers to memory chips that retain their content without electrical power (for example, BIOS
ROM). The router firmware stores settings made in the interface.

ERAGMENTATION

Refers to the breaking up of data packets during transmission.

FTP

FTP (File Transfer Protocol) is used to transfer files over a TCP/IP network, and is typically used for
transferring large files or uploading the HTML pages for a Web site to the Web server.

GATEWAY

Gateways are computers that convert protocols enabling different networks, applications, and operating
systems to exchange information.

HOST NAME

The name given to a computer or client station that acts as a source for information on the network.

HTTP

HTTP (HyperText Transport Protocol) is the communications protocol used to connect to servers on the
World Wide Web. HTTP establishes a connection with a Web server and transmits HTML pages to client
browser (for example Windows IE). HTTP addresses all begin with the prefix 'http://' prefix (for example,
http://www.yahoo.com).

ICMP

ICMP (Internet Control Message Protocol) is a TCP/IP protocol used to send error and control messages
over the LAN (for example, it is used by the router to notify a message sender that the destination node is
not available).
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1P

IP (Internet Protocol) is the protocol in the TCP/IP communications protocol suite that contains a network
address and allows messages to be routed to a different network or subnet. However, IP does not ensure
delivery of a complete message—TCP provides the function of ensuring delivery.

IP ADDRESS

The IP (Internet Protocol) address refers to the address of a computer attached to a TCP/IP network.
Every client and server station must have a unique IP address. Clients are assigned either a permanent
address or have one dynamically assigned to them via DHCP. IP addresses are written as four sets of
numbers separated by periods (for example, 211.23.181.189).

ISP

An ISP is an organization providing Internet access service via modems, ISDN (Integrated Services
Digital Network), and private lines.

LAN

LANSs (Local Area Networks) are networks that serve users within specific geographical areas, such as in
a company building. LANs are comprised of servers, workstations, a network operating system, and
communications links such as the router.

MAC ADDRESS

A MAC address is a unique serial number burned into hardware adapters, giving the adapter a unique
identification.

METRIC

A number that indicates how long a packet takes to get to its destination.

MTU

MTU (Maximum Transmission/Transfer Unit) is the largest packet size that can be sent over a network.
Messages larger than the MTU are divided into smaller packets.

NAT

NAT (Network Address Translation - also known as IP masquerading) enables an organization to present
itself to the Internet with one address. NAT converts the address of each LAN node into one IP address
for the Internet (and vice versa). NAT also provides a certain amount of security by acting as a firewall by
keeping individual IP addresses hidden from the WAN.

(NETWORK) ADMINISTRATOR

The network administrator is the person who manages the LAN within an organization. The
administrator's job includes ensuring network security, keeping software, hardware, and firmware
up-to-date, and keeping track of network activity.

TP

NTP (Network Time Protocol) is used to synchronize the realtime clock in a computer. Internet primary
and secondary servers synchronize to Coordinated Universal Time (UTC).

PACKET

A packet is a portion of data that is transmitted in network communications. Packets are also sometimes
called frames and datagrams. Packets contain not only data, but also the destination IP address.
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PING

Ping (Packet INternet Groper) is a utility used to find out if a particular IP address is present online, and is
usually used by networks for debugging.

PORT

Ports are the communications pathways in and out of computers and network devices (routers and
switches). Most PCs have serial and parallel ports, which are external sockets for connecting devices
such as printers, modems, and mice. All network adapters use ports to connect to the LAN. Ports are
typically numbered.

PPPOE

PPPoE (Point-to-Point Protocol Over Ethernet) is used for running PPP protocol (normally used for
dial-up Internet connections) over an Ethernet.

PREAMBLE

Preamble refers to the length of a CRC (Cyclic Redundancy Check) block that monitors communications
between roaming wireless enabled devices and access points.

PROTOCOL

A protocol is a rule that governs the communication of data.

1P

RIP (Routing Information Protocol) is a routing protocol that is integrated in the TCP/IP protocol. RIP finds
a route that is based on the smallest number of hops between the source of a packet and its destination.

RTS

RTS (Request To Send) is a signal sent from the transmitting station to the receiving station requesting
permission to transmit data.

SERVER

Servers are typically powerful and fast machines that store programs and data. The programs and data

are shared by client machines (workstations) on the network.

SMTP

SMTP (Simple Mail Transfer Protocol) is the standard Internet e-mail protocol. SMTP is a TCP/IP
protocol defining message format and includes a message transfer agent that stores and forwards mail.

SNMP

SNMP (Simple Network Management Protocol) is a widely used network monitoring and control protocol.
SNMP hardware or software components transmit network device activity data to the workstation used to
oversee the network.

SSID

SSID (Service Set Identifier) is a security measure used in WLANs. The SSID is a unique identifier
attached to packets sent over WLANs. This identifier emulates a password when a wireless device
attempts communication on the WLAN. Because an SSID distinguishes WLANS from each other, access
points and wireless devices trying to connect to a WLAN must use the same SSID.

SUBNET MASK

Subnet Masks (SUBNETwork masks) are used by IP protocol to direct messages into a specified network
segment (i.e., subnet). A subnet mask is stored in the client machine, server or router and is compared
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with an incoming IP address to determine whether to accept or reject the packet.

SYSLOG SERVER

A SysLog server monitors incoming Syslog messages and decodes the messages for logging purposes.

Icp

(Transmission Control Protocol) is the transport protocol in TCP/IP that ensures messages over the
network are transmitted accurately and completely.

TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) is the main Internet communications protocol.
The TCP part ensures that data is completely sent and received at the other end. Another part of the
TCP/IP protocol set is UDP, which is used to send data when accuracy and guaranteed packet delivery
are not as important (for example, in realtime video and audio transmission).

The IP component of TCP/IP provides data routability, meaning that data packets contain the destination
station and network addresses, enabling TCP/IP messages to be sent to multiple networks within the
LAN or in the WAN.

TELNET

Telnet is a terminal emulation protocol commonly used on the Internet and TCP- or IP-based networks.
Telnet is used for connecting to remote devices and running programs. Telnet is an integral component of
the TCP/IP communications protocol.

ubpP

(User Datagram Protocol) is a protocol within TCP/IP that is used to transport information when accurate
delivery isn't necessary (for example, realtime video and audio where packets can be dumped as there is
no time for retransmitting the data).

VIRTUAL SERVERS

Virtual servers are client servers (such as Web servers) that share resources with other virtual servers
(i.e., it is not a dedicated server).

WEP

WEP (Wired Equivalent Privacy) is the de facto security protocol for wireless LANs, providing the
"equivalent” security available in hardwired networks.

WIRELESS LAN

Wireless LANs (WLANS) are local area networks that use wireless communications for transmitting data.
Transmissions are usually in the 2.4 GHz band. WLAN devices do not need to be lined up for
communications like infrared devices. WLAN devices use access points which are connected to the
wired LAN and provide connectivity to the LAN. The radio frequency of WLAN devices is strong enough
to be transmitted through non-metal walls and objects, and can cover an area up to a thousand feet.
Laptops and notebooks use wireless LAN PCMCIA cards while PCs use plug-in cards to access the
WLAN.

WLAN

WLANS (Wireless LANSs) are local area networks that use wireless communications for transmitting data.
Transmissions are usually in the 2.4 GHz band. WLAN devices do not need to be lined up for
communications like infrared devices. WLAN devices use access points which are connected to the
wired LAN and provide connectivity to the LAN. The radio frequency of WLAN devices is strong enough
to be transmitted through non-metal walls and objects, and can cover an area up to a thousand feet.
Laptops and notebooks use wireless LAN PCMCIA cards while PCs use plug-in cards to access the

-63 -



WLAN.

WAN

WAN (Wide Area Network) is a communications network that covers a wide geographic area such as a
country (contrasted with a LAN, which covers a small area such as a company building).
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